Wavelength multiplexing multiple-image encryption using
cascaded phase-only masks in Fresnel transform domain

Hsuan T. Chang
Photonics and Information Laboratory, Department of Electrical Engineering, National Yunlin University of
Science and Technology, Douliu Yunlin, 64002 Taiwan

Hone-Ene Hwang”
Department of Electronic Engineering, Chung Chou Institute of Technology, Yuan-lin, 510 Taiwan

Cheng-Ling Lee
Department of Electro-Optical Engineering, National United University, Miaoli, 360, Taiwan

Mn-Ta Lee

Department of Electronic Engineering, Kao Yuan University, Kaohsiung, Taiwan

"Corresponding author: n741@ms26.hinet.net

A method of wavelength multiplexing based on a modified Gerchberg-Saxton algorithm (MGSA)
and a cascaded phase modulation scheme in the Fresnel transform domain is proposed to reduce
the crosstalk in the multiple-image-encryption framework. First, each plain image is encoded as
to a complex function by using the MGSA. Next, the phase components of the created complex
functions are multiplexed with different wavelength parameters, and then are modulated before
being combined together as a phase only function (POF), which is recorded in the first phase-
only mask (POM). Finally, the second POM is generated by applying the MGSA again on the
amplitude derived from the summation of total created complex functions. Simulation results
show that the crosstalk between multiplexed images has been significantly reduced compared
with an existing similar method [19]. Therefore, the multiplexing capacity in encrypting multiple

grayscale images can be increased accordingly.
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1. Introduction
Recently, optical image encryption techniques have played an important role in optical
information processing area. Many algorithms and architectural implementations for optical
image encryption have been proposed for its multi-parameter selection, high speed, and high
parallelism in various applications [1-6]. Since Réfrégier and Javidi first proposed the double
random phase encoding (DRPE) algorithm in 1995 [1], the subsequent optical encryption
methods based on the Fourier transform (FT) [1], Fresnel transform (FrT) [7, 8], or fractional
Fourier transform (FrFT) [9-11] all focused on encoding information using this algorithm. Only
the correct phase keys and system parameters can recover the plain image in decryption. Since
DRPE has been prevailed with much interest, many studies focused on the related applications
[1-12]. The architecture of DRPE in optical image encryption technique uses two random phase
keys: one is placed in the input domain and the other is in the Fourier domain. If the two random
phase keys are generated by using two statistically independent functions and become two noise-
like distributions, the encrypted image can also be as random as stationary white noise. The
major advantage of DRPE is that it can be easily implemented with a 4-f optical architecture.
After that, Wang et al. [4] proposed an alternative approach that iteratively encodes the
original image into a phase-only mask (POM) in the Fourier plane of a 4-f correlator. This
method was modified by Li et al. [13] to encrypt the image into a single POM in the input plane
for the sake of convenient arrangement in applications, and by Chang et al. [14] into two POMs
in both planes for higher recovered quality and security. The computer generated POM(s) can
also be used as the key(s) of the security system. Instead of placing one of POMs in the Fourier
plane, Situ and Zhang developed a lensless optical image encryption method in which the second
POM can be located at any position in the Fresnel plane [7, 15] and thus can remove the

requirement of lenses in the 4-f Fourier optical system. It is difficult for intruders to directly



retrieve the phase distribution of the key(s) because of the property of its novel encoding
algorithms [7, 15].

Compared with previous studies, the technique that iteratively encodes the original image
into a POM-based system has three main significant advantages: First, it is lensless and therefore
can minimize the number of optical components such as lenses. Second, except for the native
property of random noise-like distribution functions encoded in POMs which can serve as the
main keys, two additional keys (wavelength and position parameters) can consequently achieve
higher security. Finally, the encrypted data can be directly transmitted via communication
channels and then the decryption process can be achieved by using the correct wavelength and
the position parameters at the legitimate receiver.

In addition to single image encryption, the multiple-image case has been developed as well.
Many studies have been exploited for multiple-image optical encryption. For example, the
schemes of random phase matching [16], spread-space spread-spectrum multiplexing [17], and
multichannel encryption [18], etc. Recently, Situ and Zhang proposed two optical multiple-
image multiplexing methods which employed the techniques of wavelength and position
multiplexing [19, 20]. Although the architecture can be easily implemented, however, the annoy
crosstalk exists inevitably in the decrypted results. Thus the number of total encrypted images is
limited. Hence Situ and Zhang did not suggest encrypting multiple grayscale images in their
methods since the quality of the decrypted images will be worse than that of binary images due
to the obvious crosstalk [19, 20].

In our previous study [25], a method of wavelength multiplexing for the multiple-image

encryption based on the modified Gerchberg-Saxton algorithm (MGSA) [24] is proposed to

solve the above problems. In this paper, we propose a new system architecture in which one



more POM is utilized in the Fresnel transform domain to increase the security level. In addition
to only using the phase function retrieved from the MGSA, the amplitude and phase information
of the light field propagated from the other phase function under a given distance in between is
also considered. Therefore, much more information is required to correctly decrypt the
multiplexed images and thus the system security can be enhanced.

The rest of this paper is organized as follows: Section 2 briefly introduces the MGSA, which
is an important primitive in the proposed method. The proposed method is described in Section 3.

The numerical computer simulation is given in Section 4. Finally, Section 5 concluded this paper.

2. Modified Gerchberg-Saxton Algorithm (MGSA)

The conventional Gerchberg-Saxton algorithm (GSA) is generally employed to reconstruct
the lost phases if the corresponding intensities at their respective optical planes (for example,
corresponding to the spatial and Fourier domains) are known [21-23]. The measured intensity in
the Fourier domain must be the FT of the known intensity in the object domain. It is often
sufficient to retrieve the phase distribution from one of the two optical planes via GSA because
the phase distribution on the other plane can be obtained by performing a FT on the signal in the
retrieved plane. The GSA algorithm iteratively performs the FTs back and forth between the
object and the Fourier domains. The GSA was often applied to the applications of not only the
two-dimensional signals but also the one-dimensional ones.

Rather than recovering the lost phase information between two intensities on the spatial and
Fourier domains, we have adopted the MGSA [24, 25] based on the GSA with intent to generate

pure phase distributions v, (x,,y,) and v, (x,, y,) with a faster iteration process from the two

independent prescribed intensities H(x,,y,) and T'(x,,»,), as shown in Fig. 1. The difference



between the GSA and MGSA is that at the beginning of the iteration process, the source intensity
H(x,,y,) in the MGSA has not to be constrained to the intensity of inverse Fourier transform
(IFT) of the target image 7'(x,,y,), while in the GSA the IFT relationship must be obeyed. For
example, an arbitrary image H(x,,y,) and a prescribed intensity 7'(x,,y,) can be chosen as the

host and target images, respectively, in the data embedding procedure. That is, the target image

T(x,,y,)is not obliged to be defined as the FT of the image H(x,,y,). Furthermore, instead of
using the FT and IFT, the MGSA can also be performed by using the FrT and IFrT [24, 25],
respectively. Then involving the two images 7'(x,,y,) and H(x,,y,) into the MGSA, a desired

approximation image f(xl, y,) can be obtained purposely. When the required

correlation/similarity between the target image 7'(x,, y,) and the approximation image f(xl,yl)
is reached (i.e., the correlation coefficient o achieves a predefined value), the resultant phase
distributions v, (x,,»,) and w,(x,, »,)in the input and output domains, can be obtained [24],

respectively. Consequently, any two arbitrary and independent images can be imposed on
building the FT and IFT (or FrT and IFrT) relationships in the MGSA. The mathematical

derivation of Fig. 1 in the optical FrT domain is
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where A is the wavelength of the incident plane wave and z represents the distance between the

input spatial domain (x,,y,) and output frequency domain (x,,y,). If a POF v, (x,,»,)is



required, the image constraint of a unity amplitude ( H(x,,y,)=1) is used in the MGSA to
generate the phase distribution . (x;, y,), which is then written into a POM. On the other hand,
the phase distribution . (x,, y,) contributes one of the components, which are then written into

the other POM. The detailed discussions will be given in the next section.

3. The proposed method
The optical architecture of the lensless Fresnel diffraction is employed in the proposed
system. Figure 2 shows the system configuration of the proposed double-POF-based multiple-

image encryption method, in which one POF is located between the input (x,,y,)and filter
(x,,,) planes and the other is located between the filter (x,, y,) and output (x,,y,) planes. As
the coherent plane wave with the wavelength A4 is incident from the left-hand side of POMy, the
corresponding image g’ (x,,y,)will be obtained in a specific position in the output (x,,y,)

plane after the light wave passing through POM;. In retrieving the POFs in the lensless Fresnel
diffraction scheme, the MGSA based on the FrT [24, 25] is used. To reduce the annoying
crosstalk [19, 20] in the encryption of grayscale or color images, the retrieved phase functions
for all the encrypted images are then modulated to synthesis the two POFs.

The proposed method for multiple-image encryption with wavelength multiplexing is
implemented by using the cascaded POFs recorded on the two POMSs, respectively. Figure 3
illustrates the systematic block diagram of the proposed method. First, NV individual target images

{g,(x, y,)In=1,2,3,.., N}isencrypted as to its corresponding phase functions {y, (x,,y,) |

n =1, 2, 3,..., N} in accordance with different wavelengths {4, » = 1, 2, 3,..., N} of the

incident plane wave based on the MGSA. That is, each phase function w, (x,, y,) satisfies
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where y; (x,,y,) is the accompanied phase term for each image g, (x,,y,) . These N
wavelength-specific phase functions, {v, (x,»)In=1,2, 3,.., N} can be summed and then
recorded together into a single POF. Each target image g, (x,, y,) can then be extracted or
recovered from the POF as the approximation image g’ (x,,»,) in Eqg. (2). However, the
crosstalk between a specifically reconstructed image g/ (x,,»,) and the other reconstructed
images { g7 (x,,,)| n =1, 2, 3,..., N, n=k} makes the error perceivable, even the wavelength
key A for deciphering is correct. To reduce the annoying crosstalk, therefore, the approximation
images { g°(x,,,) |n=1,2,3,..., N} are spatially translated to different positions by using the
phase modulation property of FrT:

Fr{expljy), (v, )1 4,520 = &, (%o = o, Yo = Vo) XpLio(xg, )] ®)
where

, 2w x, +v,y,)
vl (o, 0) =, (xn,0) + 24 - n) (@)

n1

and a(x,,y,) is the accompanied phase term, and x and v, denote the respective shifting
distances of the n™ constructed image g” (x,,y,) in the x, and y, directions, respectively, at the
output plane. The crosstalk can be significantly reduced with a proper arrangement of the
shifting distance x, and v,. For example, the differences between two consecutive distances (u;
and 41 or v;and v;,;) should be greater than the width D,, and the height D, of the target image.

To synthesize a POF that can achieve multiple-image encryption, the phase functions

{v, (x,, ) n=123,.., N} obtained from Eq. (4) are summed to yield the total phase function



expljy7 (x,2)]:
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where 47 (x,,y,) denotes the total amplitude of the summation Zexp[jz///’1 (xl,yl)] Next, to
n=1 !

increase the security of the multiple-image multiplexing encryption system, the other POF is

written into POM, . Therefore, the amplitude 4’ (x,,y,) is encoded into the phase function
#(x,,v,) by again using the MGSA with setting the condition H(x, y»)=1 and with applying the

IFrT on the total amplitude A/ (x,,y,) . The phase function ¢(x,, y,) satisfies

FIT{exp[jg(x,. v,)i4,: 2.} = 4 (5, ) exp[o(x,, )], (6)

where 4 denotes the N different wavelengths and z  represents the N different positions

between the input and filter planes. If the product of the wavelength and distance parameters

A z' is a fixed value, the same result will be obtained from Eq. (6). That is, different
wavelengths 4 will lead the Eq. (6) to be the same result A (x,, y,)exp[jo(x,, ,)]under the
different positions z' if the condition A z' = constant holds.

In the final step, the phase functions ¢(x,,y,) and —¢(x,, y,) +w: (x,,»,) are recorded into
POM, and POM, , respectively. The multiple-image decryption process for the case of

wavelength multiplexing under a specific wavelength 4, (shown in Fig. 3) can be expressed as
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where n, (x,,y,) represents the crosstalk, which is located at the coordinate (x,,y,) and is

derived from deciphering the remaining images with an incorrect wavelength key A . Note that

the approximation holds if the two terms are spatially separated enough. That is, the consecutive
distances in both the horizontal or vertical directions should be at least greater than the width and

height of the target image, respectively. The proposed method based on Eg. (7) can recover the

encrypted images, {g’(x,,,)|7=2123,.,N} , with different wavelengths and spatial

translations (x,,v,) to artfully avoid the crosstalk n, (x, y,)-

4. Simulation results
Computer simulations are performed to verify the proposed method. Figure 4 shows nine

original grayscale images of size 64x64 pixels. The size of the POFs is 5 mmx5 mmin the



simulation. In the proposed wavelength multiplexing scheme, a fixed position z, =0.25m,
variable wavelengths A =400+20n nm , and the fixed product value 2z’ =1.5x107 m?,
n=1...,9, are adopted. Figures 5(a) and 5(b) show the noise-like POFs recorded in POM, and
POM, , respectively, which are determined by using Egs. (2)-(6).

Consider the case of choosing the wavelength A4, = 460 nmin the input plane. Figures 6(a)

and 6(b) show the entire decrypted result in the reconstruction plane and the magnified version
of the image g;(x,,»,) corresponding to the original target image g,(x,,»,) in Fig. 4,
respectively. As to another case of using the wavelength A, =520 nm, Figs. 6(c) and 6(b) show
the entire decrypted result in the reconstruction plane and the magnified version of the image
8¢ (x,,y,) corresponding to the original image g, (x,,y,) in Fig. 4, respectively. Comparing the
original target images g,(x,,y,) and g,(x,,»,) to the reconstructed images g; (x,y,) and
g4 (x,,¥,) shown in Figs. 6(b) and 6(d), the correlation coefficients are p=0.887 and p =0.892,

respectively. The shift amounts are designated to be (u,, v») = (aDw, BDi), Where aand Sare
integers within the range [-3, 3] and D,, and D, are the width and height of the original target
image, respectively.

In addition to the grayscale images shown in Fig. 6(a), the binary images are also used to test
the proposed method. Figure 7 (a) depicts nine test binary images used in the proposed multiple-
image multiplexing encryption. Figures 7(b) and 7(e) show the original binary images g, (x,,,) ;
and g,(x,,»,), respectively. The entire decrypted images in the reconstruction planes with the

wavelengths A, = 460 nmand A, = 520 nm are shown in Figs. 7(c) and 7(f), respectively. (d) The

enlarged decrypted binary images g; (x,, v,)and g (x,, »,) corresponding to the original binary

10



images in Figs. 7(b) and 7(e) are shown in Figs. 7(d) and 7(g), respectively. Comparing the
original binary images g,(x,,»,) and g,(x,,»,) to the reconstructed images g; (x,,»,) and
8. (x,,,) in Figs. 7(d) and 7(g), the corresponding correlation coefficients are o =0.973 and
p =0. 975, respectively, which are higher than that of the reconstructed grayscale images in Figs.
6(b) and 6(d).

Figure 8 shows the comparison result of the correlation coefficient between the original and
the decrypted images for the proposed method and the method in Ref. [19], which is also a
wavelength multiplexing scheme. Higher correlation coefficients are obtained in the proposed
method for both the grayscale and binary images. The superiority of the proposed method is
especially obvious when a large number of images are multiplexed. Therefore, the proposed
method significantly reduces the crosstalk and hence achieves higher storage capacity (a larger
number N at specified crosstalk).

The maximum limit of multiplexing the encrypted images actually is dependent on the
acceptable maximum crosstalk or the required minimum correlation coefficient in real
applications. As shown in Fig. 8, if the minimum correlation coefficient is chosen as 0.95, the
numbers of the maximum encrypted binary and grayscale images are nine and six, respectively.
On the other hand, the system parameters such as the distance z; between two POMs, the
wavelength difference AA, and the size of the encrypted images could affect the crosstalk
performance as well. Some studies also regarding to the capacity of multiplexed images were
presented in Refs. [26-28]. In addition to the system parameters used in these methods, the
capacity may also depend on (1) the size of multiplexed images; (2) the optical architecture used;
(3) the device specification of optical components; (4) the number and the arrangement of

employed phase functions. Obviously, the determination of the capacity in the proposed image

11



multiplexing system would be a complicated issue while simultaneously taking account on all

the factors above. A thoughtful investigation will conducted in our future work.

5. Conclusion

In conclusion, the proposed method is a novel wavelength multiplexing algorithm based on
the cascaded POF architecture and significantly reduces the crosstalk for multiple-image
encryption. In addition, a lensless optical system based on the FrT could be constructed
accordingly to be advantageous of compactness and simplicity. Besides, the increasing of the
multiple-image multiplexing encryption security is also achieved in this study. Optical

experiments will be soon conducted in our future research.
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Fig. 4:
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Fig. 7:

(@) The flow chart of Gerchberg-Saxton algorithm is used for performing phase retrieval
if their intensities at their respective optical planes are known; (b) The flow chart of
modified Gerchberg-Saxton algorithm.

Optical multiple-image encryption setup by wavelength multiplexing based on cascaded
phase-only masks in the Fresnel transform domain.

Block diagram of the proposed multiple-image encryption and wavelength multiplexing.
Nine test grayscale images used in the proposed multiple-image multiplexing encryption.

(a) The noise-like POF recorded in POM,; . (b) The noise-like POF recorded in POM, .
(@) The entire decrypted image with the wavelength A, = 460 nmin the reconstruction
plane; (b) The enlarged decrypted image g (x,,»,) corresponding to the original
image g,(x,,»,) in Fig. 6(a); (c) The entire decrypted image with the wavelength
4, =520 nm in the reconstruction plane; (d) The enlarged decrypted image g (x,,,)
corresponding to the original image g, (x,,,) in Fig. 6(c).

(a) Nine test binary images used in the proposed multiple-image multiplexing encryption

method; (b) The original binary image g, (x,,y,); (c) The entire decrypted binary image
with the wavelength A, = 460 nmin the reconstruction plane; (d) The enlarged decrypted
binary image g; (x,,,) corresponding to the original binary image g, (x,,y,) in Fig. 7(c);
(e) The original binary image g,(x,,»,); (f) The entire decrypted binary image with the
wavelength 4, =520 nmin the reconstruction plane; (g) The enlarged decrypted binary

image g; (x,,,) corresponding to the original binary image g, (x,,y,)in Fig. 7(f).
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Fig. 8: Comparison between the proposed and Situ’s [19] methods in terms of the correlation

coefficient.
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