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Abstract 

Watermark embedding processes usually result in certain degradation in the digital multimedia 

contents. Hence, it is not suitable for valuable and sensitive digital multimedia contents. Therefore, 

schemes combining signature with digital watermarking-like techniques had been proposed in the 

literatures to conquer this challenge. Based on the general model for these combined schemes, a new 

scheme for image copyright protection by exploring the pinned field of the protected image is proposed 

in this paper. The pinned field explores the texture information of the images and can be used to enhance 

the watermark robustness. Experimental results show that the proposed scheme works well under 

different signal processing and geometric transformation attacks. On the other hand, while comparing 

with other related scheme in the literature, our proposed scheme also has better performance. 

Furthermore, the proposed scheme is robust to both the JPEG lossy compression and additive Gaussian 

noise as well. 

 

Keywords: copyright protection, pinned field, content authentication, texture information, linear 

feedback shift register. 
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1. Introduction 

In recent years, both the network and computer technologies have been growing very quickly. 

With the high speed network and the more powerful computers, there are many interesting and 

useful applications such as on-line games, blogs, e-learning, video on demand, e-map, etc. In these 

applications, many digital multimedia contents such as texts, images, audios, and videos are used. 

Due to the public and insecure environment of the Internet, many intruders intend to do malicious 

attacks on the digital multimedia contents stored in the servers. These malicious attacks may 

include illegal copying, tampering, modifying, and stealing of the digital multimedia contents. 

Therefore, how to provide useful methods for protecting digital multimedia contents from malicious 

attacks becomes an important issue. 

Digital watermarking [1-5] is a major technique to protect the digital multimedia contents 

distributed on the Internet. By embedding the owner’s watermarks such as logos, trademarks, seals, 

or copyright information into the digital multimedia contents without changing the perception of the 

digital multimedia contents, the owner can claim the ownership or intellectual property of the 

protected data. In realizing digital watermarking, the owner’s watermarks could be embedded in the 

spatial or frequency domains of the digital multimedia contents. The owner’s watermarks embedded 

in the spatial domain [6-10] are straightforward methods and have the advantages of low 

complexity and easy implementation. However, there are disadvantages. For example, the picture 

cropping operations may easily destroy the watermarks. The owner’s watermarks embedded in the 
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frequency domain [11-14] are more robust than that embedded in the spatial domain. Embedding 

watermarks in the frequency domain, however, is time-consuming because all the pixel values of 

the cover image must be transformed into the corresponding frequency domain. The commonly 

used transforms include Fourier transform, the discrete cosine transform (DCT), and the discrete 

wavelet transform (DWT). 

In designing a digital watermarking scheme for images, six essential properties must be satisfied 

[15]. First, the embedded watermark must be transparent. After the embedding process, the 

modification of the cover image must be inconspicuous and the embedded watermark must be 

perceptually invisible. The second property is robustness. The embedded watermark must be robust 

enough to resist the signal processing and geometrical attacks. The signal attacks may include 

blurring, additive noise, sharpening, and compression of images. The geometrical attacks may 

include scaling and cropping of images. The third property is unambiguity. The extracted watermark 

must be clear enough to identify the ownership of the cover image without ambiguity. The fourth 

property is security. Since the embedding algorithm is public, the security depends on keeping the 

key used in the algorithm secret. Without the secret key reserved by the image owner, the intruders 

cannot successfully extract the embedded watermark. The fifth property is blindness. The copyright 

can still be identified without the original cover image in the watermark verification phase, even if 

the protected image has been altered. The final essential property is the availability of embedding 

multiple watermarks. For legal distributions and users, the watermarking algorithms must allow the 
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image owner to embed additional watermarks in the cover image. These more recent watermarks 

must not interfere with the original watermarks 

Watermark embedding usually results in slight degradation, which is not suitable for valuable 

and sensitive digital multimedia contents such as artistic, medical, and military images because 

some unsuitable analysis from these degraded images may be obtained. Therefore, how to conquer 

this disadvantage is a major challenge to most of digital watermarking techniques. Different from 

conventional watermarking schemes, some novel schemes combining the signature and digital 

watermarking-like techniques were proposed [15-19]. There are four major advantages in these 

schemes. First, these methods are lossless because they do not modify the protected image. Second, 

these methods don’t need the original protected image during the authentication stage, so they can 

satisfy the blind properties of digital watermarking. Third, multiple-watermark embedding is 

possible. Finally, they can resist the counterfeit and copy attacks. A general model for these 

combining schemes is introduced in this paper. 

Based on the general model mentioned above, we propose an image copyright protection 

scheme by using the pinned field of the cover image. The idea is that the robustness of watermarks 

could be enhanced by using the feature of the cover image. The pinned field reflects the texture 

information by evaluating the average pixel values at block boundaries of the images and can be 

used as the feature of the cover image to enhance the robustness of watermarks. Experimental 

results show that the proposed method can survive under different signal processing and geometric 
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transformation attacks, and also outperforms another related scheme in the literature, while 

comparing with the retrieval rate of the embedded watermark. 

The rest of this paper is organized as follows: In section 2, the related works, including the 

general model for schemes, which combine signature with digital watermarking-like techniques, the 

determination of image pinned field, and the linear feedback shift register which is used to scramble 

the watermark, are described. The proposed novel image copyright protection scheme using the 

image pinned field is illustrated in Section 3. Experimental results for different types of image 

attacks and the comparison with other related scheme are presented in Section 4. The discussions 

about our scheme in the JPEG lossy compression and Gaussian noise attacks, which is a more 

significant consideration for the use of watermarks in many applications, are also given in Section 4. 

Finally, Section 5 concludes this paper. 

2. Background 

In this section, we briefly introduce the background of the proposed method. First, the general 

model of the copyright protection systems is reviewed. Then, the determination of the image pinned 

field is given. Finally, the linear feedback shift register (LFSR) scheme is introduced. 

2.1 The General Model 

Figure 1 shows the block diagram of the general model for conventional copyright protection 

systems, which combine the signature with digital watermarking-like techniques. There are two 

main parts in the general model: the signature and the authentication procedures for generating an 
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encrypted digital signature and verifying the ownership of the digital content, respectively. In the 

signature procedure shown in Fig. 1(a), features of the digital content are extracted to increase 

robustness and reduce the dimensionality. First, some of the features extracted in the methods 

including the image-edge information [19], DCT [1] and DWT [15] are used. By using the 

significant features of the digital content, the robustness of watermarks could be enhanced. Second, 

the watermark is scrambled in order to survive under geometric attacks. Third, the features of 

digital content and the scrambled watermark are combined by using some function to form the 

content with verification attributes. Finally, by using the normal signature generation system with 

the owner’s private key to sign the content with verification attributes, a digital signature can be 

generated. Two main groups of normal signature generation systems, direct and arbitrated, can be 

used to generate a digital signature. The main difference between the direct and the arbitrated 

signatures is that the later needs an arbitrator. The scrambled watermark is combined with the 

features of digital content to form the content with verification attributes, which is required in the 

authentication procedure to extract the watermark. Thus, the protected digital content is not 

disturbed because none of the protected digital content is modified. Therefore, it can be applied to 

artistic and medical digital contents and does not need the original protected digital content during 

the authentication procedure. 

In the authentication procedure shown in Fig. 1(b), it is basically an inverse of the signature 

procedure. First, when the protected digital content is questioned, the same features are extracted. 
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Second, the normal signature verification system with the owner’s public key is used to verify the  

owner’s digital signature. If the verification result is correct, the content with verification attributes 

is validated. Third, the reverse combination operation is applied to the extracted features of the 

questioned digital content and the content with verification attributes, so a scrambled watermark is 

obtained. Finally, by reversing the scrambled process, the extracted watermark is obtained to 

demonstrate the copyright of the questioned digital content. 

2.2 The Image Pinned Field 

Meiri and Yudilevich [20] proposed the pinned sine transform (PST) for image coders. The PST, 

which is an approximation to the pinned Karhunen-Loeve transform (PKLT) [21], uses the 

properties of the block boundaries to partition an image into two fields, namely, the boundary field 

and the pinned field. The boundary field depends only on the block boundary and the pinned field 

vanishes at the boundaries. The pinned field partially represents the texture information of the 

image. 

The PST divides the image X into non-overlapping blocks of size k x r pixels [22, 23]. A typical 

block Xm,n , where m and n are the indices of this block, is shown in Fig. 2. Each corner of this block 

is shared by four blocks and each boundary is shared by two blocks. The four corner coefficients are 

defined in Eq. (1). 
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The four boundary functions are defined in Eq. (2). 
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As shown in Fig. 2, only one new corner Vkr and two new boundaries Vkx(i) and Vyr(j) are needed to 

be calculated for a new block in the sequential processing of blocks. The boundary field Bm,n of 

block Xm,n is obtained by the pinning function [20] and has the following form: 
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are the pinned boundaries. The pinned field Pm,n is then determined as 

).,(),(),( ,,, ijijij BXP nmnmnm −=                               (5) 
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Figure 3 shows an example of the pinned field of the PST. The sizes of the source Lena image and 

the non-overlapping blocks are 512 x 512 and 4 x 4 pixels, respectively. As shown in Fig. 3(b), the 

pinned field can partially represent the texture information of the source image. 

2.3 The Linear Feedback Shift Register 

LFSRs [24, 25] are a common method to produce pseudo-random sequences, also known either 

as pseudo-noise sequences or maximal length binary sequences. LFSRs have received great 

attention because they are widely used in the circuitries of data compression, encryption, 

communication, and error correction. 

An LFSR is a shift register with certain outputs modulo two added and the result fed back to the 

register at every clock cycle [26]. Figure 4 shows an N-stage LFSR consisting of N storage elements 

s1, s2, s3, …, sN-1, sN. Let si(t) denote the content of si after the tth clock cycle. Then 
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For an N-stage LFSR, it is always cN=1. Let T
NN-t t, st, ..., st stsS )]()()(),([ 121)( =  denote the 

global output of the shift register after the tth clock cycle. Then the global output of the next clock 

cycle, s(t+1), can be calculated as 

.)1( tSRt STS ⋅=+                                (9) 

The global output state S(t=k) at the clock cycle t=k can be directly obtained from the initial state S(t=0) 

using the relation 

.)0()( == ⋅= t
k

SRkt STS                               (10) 

The characteristic polynomial of the global rule transition matrix TSR is given by 

),det()( IxTxP SRN ⋅−=                              (11) 

where I denotes the identity matrix. It is easy to show that 
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An LFSR can produce a pseudo-random sequence if and only if its characteristic polynomial is a 

primitive polynomial [27]. By applying the LFSR scheme to scramble the watermark, the 

robustness can be enhanced furthermore. 

3. The Proposed Scheme 

The robustness of general watermarking schemes could be enhanced by using the features of the 

cover image for the verification purpose. Hence, we propose a novel digital signature-based scheme 

for protecting copyright of images using the image pinned field as the feature of the cover image to 

resist malicious attacks. The proposed scheme is based on the general model shown in Fig. 1. In the 
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signature procedure, the pinned field of the cover image is extracted as the feature. In the 

authentication procedure, the pinned field of the questioned image is also extracted and is used for 

further watermark reconstruction. These two procedures are subsequently described in the following 

subsections. 

3.1 The Signature Procedure 

Assume that the cover image C and the watermark T are grayscale images of size Wc x Hc and 

Wt x Ht pixels, respectively. The pinned field of the cover image C is first determined and the final 

objective is to generate a digital signature. Figure 5(a) shows the block diagram of the signature 

generation procedure. The main steps are described below:  

1) By performing subsampling in the horizontal and vertical directions of the cover image, a 

down-scaled image is created. Through calculating the average values of the horizontal odd pixels 

with its neighbor pixels of the cover image, the width of the cover image is reduced to one half of 

its original size. This down-sampling operation is repeated until the width of the reduced image is 

as the same as that of the watermark T. The similar down-sampling operations are applied to the 

height of the cover image such that the height of the final image is as the same as that of the 

watermark T. Finally, the size of the reduced image will be same of the watermark T. 

2) The down-scaled image is divided into non-overlapping blocks of size k  x r pixels. Then, the 

pinned field of the down-scaled image is calculated in order to get the texture information of the 

cover image. The pinned field forms a feature image F’, which is robust to malicious attacks. 
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3) In order to survive under geometric attacks, the watermark T is scrambled by using the LFSR 

scheme, which generates a random sequence with a random seed R, to form a scrambled image T’, 

i.e., 

T’={ t’(j, i)=LFSR(t(j’, i’), R), 1≦j, j’≦Ht , 1≦i, i’≦Wt },           (13) 

where “LFSR( )” denotes the linear feedback shift register scrambling function and pixel t(j’, i’) is 

scrambled to pixel t’(j, i) in a random order. 

4) An exclusive-or (XOR) operation is applied to the scrambled image T’ and the feature image F’ 

to create the signature image S’, i.e., 

S’=T’ XOR F’.                             (14) 

5) The signature image S’ and the random seed R are then signed by using the normal signature 

generation system with the owner’s private key PK to generate a digital signature DS’, i.e., 

DS’=SIGN(R, S’, PK),                         (15) 

where “SIGN( )” denotes the digital signature generation function which combines the one-way 

hashing function and a common RSA encryption scheme. 

3.2 The Authentication Procedure 

Given a questioned image, the authentication procedure is used to verify the ownership. The 

authentication procedure does not use the cover image and is similar to that of the signature 

procedure. Figure 5(b) shows the block diagram of the authentication procedure. The main steps are 

described as follows: 
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1) Derive a down-scaled image from the questioned image using the similar way described in the 

signature procedure. 

2) Divide the down-scaled image into non-overlapping blocks of size k x r pixels. Then, the pinned 

field image F* of the down-scaled image is determined to represent the feature of the questioned 

image. 

3) Use the general signature verification system with the owner’s public key UK to verify the digital 

signature DS’, i.e., 

YN*=VERI(DS’, UK),                           (16) 

where “VERI( )” denotes the signature verification function used in the general RSA decryption 

scheme and YN* is the verification result. If the verification result YN* is correct, the signature 

image S’ can be obtained by using the hashing function again and the random seed R is valid. 

Otherwise, the authentication procedure is terminated. 

4) Apply the XOR operation to the signature image S’ and the feature image F*. The result forms a 

scrambled logo watermark T*, i.e.,  

T* = S’  XOR F*.                             (17) 

5) Inversely scramble the watermark T* using the LFSR scheme with the seed R. Then the 

watermark image WT* can be extracted, i.e., 

WT*(j, i)= {LFSR-1(T*( j’, i’), R), 1≦j, j’≦Ht , 1≦i, i’≦Wt },          (18) 

where LFSR-1 denotes the inverse LFSR scrambling function. This reconstructed watermark image 
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WT* is then used to verify the copyright of the questioned image. 

4. Experimental Results 

In this section, the experiments of applying the signal processing and geometric transformation 

attacks on the proposed scheme are performed to verify the robustness of the proposed method. 

Many sets of the cover and watermark images are used in our experiments. However, only two sets 

are used to demonstrate the results. Figures 6(a) and 6(b) show the cover and the corresponding 

watermark images in Sets 1 and 2, respectively. All the cover and the watermark images are 

grayscale with sizes 512  x 512 and 64  x 64 pixels, respectively. The comparison between the 

proposed scheme and another related scheme in the literature is also given in this section.  

4.1 Results under attack environments 

The peak signal-to-noise ratio (PSNR) is used to evaluate the quality of the attacked images of 

the same size Wc x Hc pixels. The PSNR is defined as 
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where C(j,i) and A(j,i) denote the grayscale values of the cover image C and the attacked image A at 

the pixel coordinate (j,i), respectively. In addition, the similarity measurement between the original 

watermark T and extracted watermark T’ is evaluated to estimate the robustness of the proposed 

copyright protection scheme under different attacks. The similarity is evaluated by the use of the 

watermark retrieval rate (RR), which is the percentage of the correct pixels recovered and is defined 

as 
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where T(j,i) denotes the grayscale value of the (j,i)th pixel in the original watermark T. It is obvious 

that the higher RR is, the higher similarity between the original and the extracted watermarks can be 

obtained. Furthermore, the average retrieval rate (ARR) is used to evaluate the practicability of a 

copyright protection scheme for common attacks and is defined as 

,/)RR(ARR
1

NA
NA

i
∑
=

=                           (21) 

where “NA” denotes the number of examined attacks. 

In the proposed signature procedure, the cover image is down-scaled at first. Then, the pinned 

field of the down-scaled cover image is evaluated and used to generate a feature signature. The 

pinned field of the down-scaled cover image is obtained by dividing the down-scaled cover image 

into non-overlapping blocks of size 4 x 4 pixels. For examples, Figs. 7(a) and 7(b) show the pinned 

field of the down-scaled cover image and the generated signature, respectively, for Set 1. Figures 

7(c) and 7(d) show the pinned field of the down-scaled cover image and the generated signature, 

respectively, for Set 2. 

Here the various attacks used in the experiments are summarized as follows: 

Attack 1) Image blurring: A Gaussian filter with 9 x 9 kernel coefficients is applied to the cover 

image and thus a blurring image is obtained.  

Attack 2) Quarter cropping: A quarter cropping operation is applied to the cover image to obtain a 

quarter cropping image.  
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Attack 3) Surround cropping: A surround cropping operation is applied to the cover image to obtain 

a surround cropping image. 

Attack 4) Additive noise: While digital images are transmitted on the Internet, they may be 

interfered with Gaussian noise. Hence, the additive Gaussian noise with a zero mean value and the 

variance value 0.01 is applied to the cover image. 

Attack 5) JPEG lossy compression: Images are usually compressed before transmission or storage, 

so the watermark should be robust to compression schemes. JPEG is one of the most efficient 

compression techniques. A JPEG lossy compression function in MATLAB with quality factor 95 is 

applied to the cover image to generate a compressed image. 

Attack 6) Scaling: The cover image is resized to 256 x 256 pixels at first and then is enlarged to 512 

x 512 pixels.  

Attack 7) Sharpening: A linear mapping is applied to the cover image to generate a sharpened 

image. 

Attack 8) Median filtering: The median filtering operation is often used to reduce the “salt and 

pepper” noise in images. It is a nonlinear operation. A median filter with 9 x 9 kernel coefficients is 

used to the cover image to generate a filtered image. 

Attack 9) Average filtering: The average filtering operation blurs an image, especially in the edge 

part. An average filter with 9  x 9 kernel coefficients is applied to the cover image to generate a 

blurred image. 
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Tables 1 and 2 show the experimental RR results of the watermarks extracted from the proposed 

method under different attacks for Sets 1 and 2, respectively. These attacks include applying signal 

processing schemes and geometric transformation on the cover images. From these experiments, the 

retrieved watermark is still recognizable even though the PSNR value of the attacked image is low. 

As shown in Tables 1 and 2, all the RR values are greater than 0.84, which mean that the recovered 

watermarks are highly correlated with the original one. Therefore, embedding the watermark into 

the pinned field of the cover image is an efficient way and is robust to different types of attacks. 

4.2 Comparison with another related scheme 

The proposed method is compared with Chen’s method [15]. The key idea of Chen’s scheme is 

to use the DWT technology to extract low-frequency components of the copyright image. The 

low-frequency components can survive with little loss under significant attacks, based on the 

observation that human eyes are more sensitive to low-frequency components than high-frequency 

components. In Chen’s scheme, the cover image is decomposed at first to obtain the 3-level LL 

subband, representing the low-frequency components of the copyright image, by using the 3-level 

wavelet transformation. Then, the 3-level LL subband and the watermark image are used to generate 

a verification key, i.e., the feature signature. Since the feature signature contains the low-frequency 

components of the copyright image, their scheme is robust to different kinds of attacks. Tables 3 

and 4 show the comparison results between the proposed and Chen’s methods on image Sets 1 and 

2, respectively. In both tables, the proposed method significantly improves the RR values under the 
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attacks of the quarter- and surround-cropping operations from Chen’s method. As for the other 

operations, the RR results of the proposed method are very close to that of Chen’s method. 

4.3. More discussions 

Consider the six essential properties mentioned in Section 1. The experiment results show that 

the proposed method satisfies these six essential properties. First, our method owns the transparency 

because it does not modify the cover image. Second, the proposed method is robust because all the 

RR values under different attacks are greater than 0.84, which represent that the retrieved 

watermarks are highly correlated with the original watermark. Third, our method is secure because 

it is based on the signature procedure. Fourth, the retrieved watermark images are clear enough 

according to the experimental results. Therefore, the unambiguity has been satisfied. Fifth, our 

method does not need the original image during the authentication procedure. Hence, it satisfies the 

blind property. Finally, the owner can utilize other logo images to generate different signature 

images, so it allows multiple watermarks. 

In the above six properties, the robustness is a more significant consideration in many different 

applications. Since images are usually compressed before the transmission or storage, the 

watermarking schemes should be robust to compression schemes. JPEG is one of the most common 

compression techniques, so the performances of the proposed method under different quality factors 

in JPEG compression are examined. On the other hand, images are usually transmitted through the 

Internet and might be interfered by the additive Gaussian noise. The performances of the proposed 
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method attacked by the additive Gaussian noise with different variance values are investigated. 

Let the protected Elaine and Boat images be compressed using JPEG with different quality 

factors. Figure 8(a) shows the RRs between the embedded and extracted watermarks under different 

quality factors. As observed from the graphs, the embedded watermark can be exactly extracted 

even though the quality factors are as low as 30 to 40. By reducing the image quality more, our 

scheme still can extract the embedded watermark. For example, with the quality factor four it is able 

to extract the embedded watermark with RR=79.8%. Figure 8(b) shows the RRs for the variance 

values between zero and 0.1. All the RR values are greater than 72%, which means that the 

extracted watermark is still recognizable even when the variance value is 0.1. Therefore, the 

proposed method is robust to both the JPEG compression and additive Gaussian noise. 

5. Conclusions 

A novel image copyright protection scheme using the image pinned field is proposed in this 

paper. The image pinned field partially reflects the global texture information of the image and can 

be used to enhance the watermark robustness. The experimental results demonstrate that the 

proposed method can resist and survive under different signal processing and geometric 

transformation attacks. Comparing with Chen’s scheme, our scheme achieves significant 

improvements on image cropping operations. The average RR values are also comparable with that 

of Chen’s method. Furthermore, the performances under different quality factors for JPEG 

compression attacks and different variance values for Gaussian noise attacks have been examined 
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more thoughtfully. 
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Table 1. The attacked images, the corresponding PSNR values, the retrieved watermark images, and the corresponding 

RR values. 
 Image Blurring Quarter Cropping Surround Cropping 

Attacked Image 

  
PSNR (dB) 38.47 13.69 12.43 

Retrieved 

watermark 

image    
RR 99.54% 87.74% 84.99% 

 
 Additive noise JPEG Scaling 

Attacked 

Image 

   

PSNR (dB) 20.07 36.52 27.07 

Retrieved 

watermark 

image    
RR 91.60% 99.80% 99.44% 

 
 Sharpening Median filter Average filter 

Attacked Image 

   
PSNR (dB) 20.16 29.8 26.06 

Retrieved 

watermark 

image    
RR 99.66% 96.48% 95.68% 
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Table 2. The attacked images, the corresponding PSNR values, the retrieved watermark images, and the corresponding 

RR values. 
 Image Blurring Quarter Cropping Surround Cropping 

Attacked image 

   

PSNR (dB) 37.68 13.72 12.29 

Retrieved 

watermark 

image    
RR 97.53% 86.38% 85.30% 

 
 Additive noise JPEG Scaling 

Attacked 

image 

   

PSNR (dB) 20.10 36.96 19.48 

Retrieved 

watermark 

image    
RR 87.50% 98.05% 91.21% 

 
 Sharpening Median filter Average filter 

Attacked 

image 

   

PSNR (dB) 20.50 23.84 22.79 

Retrieved 

watermark 

image    
RR 98.00% 89.14% 90.55% 
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Table 3. The RR comparison results for Set 1 images. 

 Proposed Chen’s  

Operation Type Specification  RR RR 

Blurring Gaussian 
filter 

9 x 9  99.54% 99.88% 

Quarter  
cropping 

 25% 87.74% 78.52% 

Surround 
cropping  

 26% 84.99% 71.04% 

Additive 
noise 

Gaussian 
noise 

mean=0 
variance=0.01 

91.60% 97.75% 

JPEG      
compression 

 Quality 
factor=95 

99.80% 99.98% 

Scaling   99.44% 99.85% 
Sharpening linear 

mapping 
 99.66% 99.93% 

Median 
filtering 

nonlinear 
filter 

9 x 9  96.48% 98.61% 

Average 
filtering 

linear 
filter 
 

9 x 9 95.68% 97.12% 

Average RR   94.99% 93.63% 
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Table 4. The RR comparison results for Set 2 images. 

 Proposed Chen’s  

Operation Type Specification RR RR 

Blurring Gaussian 
filter 

9 x 9  97.53% 97.90% 

Quarter  
cropping 

 25% 86.38% 66.63% 

Surround 
cropping  

 26% 85.30% 59.38% 

Additive 
noise 

Gaussian 
noise 

mean=0 
variance=0.01 

87.50% 95.70% 

JPEG      
compression 

 Quality 
factor=95 

98.05% 98.27% 

Scaling   91.21% 95.61% 
Sharpening linear 

mapping 
 98.00% 98.12% 

Median 
filtering 

nonlinear 
filter 

9 x 9  89.14% 94.31% 

Average 
filtering 

linear 
filter 
 

9 x 9 90.55% 92.72% 

Average RR   91.52% 88.74% 
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Figure Captions: 

Figure 1. Block diagrams of the general model for conventional schemes combining signature with 

digital watermarking-like techniques: (a) the signature procedure; (b) the authentication procedure. 

Figure 2. The dual-field decomposition in PST for a typical image block. 

Figure 3. The pinned field decomposition in the PST of the Lena image: (a) the source image; (b) 

the corresponding pinned field. 

Figure 4. Block diagram of the LFSR operation. 

Figure 5. The systematic block diagrams of the proposed method: (a) the signature procedure; (b) 

the authentication procedure. 

Figure 6. Test images and watermarks for (a) Set 1 and (b) Set 2. 

Figure 7. (a) The pinned field of the down-scaled image for Set 1; (b) the corresponding signature 

image for Set 1; (c) the pinned field of the down-scaled image for Set 2; (d) the corresponding 

signature image for Set 2. 

Figure 8. The RR results under the attacks of (a) JPEG compression and (b) the additive Gaussian 

noise. 
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Figure 1. Block diagrams of the general model for conventional schemes combining signature with 

digital watermarking-like techniques: (a) the signature procedure (b) the authentication procedure. 
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Figure 2. The dual-field decomposition in PST for a typical image block. 
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(a)                   (b) 

Figure 3. The pinned field decomposition in the PST of the Lena image: (a) the source image (b) the 

corresponding pinned field. 



33 
 

 
 
 

 

Figure 4. Block diagram of the LFSR operation. 
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(a) 

 
(b) 

Figure 5. The sysmatic block diagrams of the proposed method: (a) the signature procedure; (b) the 

authentication procedure. 
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(a)                                (b) 

Figure 6. Test images and watermarks for (a) Set 1 and (b) Set 2. 



36 
 

 

 

 

          
(a)         (b)         (c)        (d)    

Figure 7. (a) The pinned field of the down-scaled image for Set 1; (b) the corresponding signature 

image for Set 1; (c) the pinned field of the down-scaled image for Set 2; (d) the corresponding 

signature image for Set 2. 
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(a) 

 

(b) 

Figure 8. The RR results under the attacks of (a) JPEG compression and (b) the additive Gaussian 

noise. 


