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Abstract

An image cryptosystem that encrypts a plain image using an amplitude-based virtual image
and a separable phase function is proposed. The proposed cryptosystem is based on a 4f
optical correlator that is a common architecture for image encryption. Unlike the noise-like
amplitude distribution of the encrypted data in conventional phase encoding techniques,
the amplitude distribution in the proposed cryptosystem is meaningful and represented as
a virtual image. Therefore, the illegal users who steal the virtual image could be confused
or treat it as a plain image. The plain image, in fact, is encrypted by a separate phase
function, which is iteratively retrieved by using the plain image, an arbitrary virtual image,
and another fixed random phase function. The phase function is determined when both
the iterated image and the plain image are identical or the error between both images is
less than a threshold value. Two types of the cryptosystem are proposed such that the
separate phase function can be located in either the input plane or the Fourier plane in a
4f correlator. The decryption process can be performed in digital methods or implemented

by optics at high speed.
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1 Introduction

With the fast progress of the data exchange in electronic commerce, information security
becomes more and more important in data storage and transmission. Images are widely
used in our daily life and thus the image encryption is important to protect data from
counterfeiting and unauthorized access. Optical technologies have recently been employed
in data security. Several algorithms and architectures for optical image encryption have
been proposed.'’=® The double random phase encryption techniques!? for security purpose
have been proposed to encrypt a plain (original) image into a noise-like cipher image.
The plain image cannot be retrieved without using two correct phase keys. Although
the encrypted result protects the plain image, illegal users will be interested in breaking
the encryption since they will think the encrypted image is very important. Thus the
noise-like cipher image will decrease the security of the cryptosystem. On the other hand,
photorefractive crystals or holographic techniques are required to record the complex-value
information (both the amplitude and the phase components) of the encrypted data. If the
encrypted data consist of only the phase or the amplitude component, their recording and
storage should be easier. As shown in previous studies'®!! the phase component in the
encrypted data is more important than the amplitude component for recovering the plain
image. It is desirable to encrypt the original image into a phase function only. As to the
amplitude component, an arbitrary virtual image is used to camouflage the original image
such that the illegal users could be confused.

Two previous approaches®? demonstrate the optical security systems in which the en-
crypted data of a plain image can appear as a phase-only function. Both encryption systems
are based on a 4f correlator that correlates two phase-only functions. Figure 1 shows an

optical correlator in a 4f configuration with three planes: the input plane in which the



input phase mask p;(z,y) is displayed, the Fourier plane in which the filter phase mask
Py(u,v) is displayed, and the correlation plane in which the camera should record the
output predefined image. The input phase mask p;(z,y) is employed as one kind of key,
while the filter phase mask P(u,v) is used as a lock that always exists within the sys-
tem. The predefined image is recovered at the output (correlation) plane only if the true
key pi(x,y) appears in the input. Otherwise, a scattered meaningless light distribution
is expected there. The problem is to find two phase-only masks located in two different
planes of the correlator. Both should yield on the output plane of some function whose
amplitude is equal to a predefined image. On the other hand, the phase can get any value
from 0 to 27. Thus the phase part of the function at the output plane creates a degree of
freedom. The problem is actually an optimization under constraints, in which one needs to
find two phase-only functions that yield the result closest to the desired image. The phase
retrieval algorithms” and the projection-onto-constraint sets (POCS) algorithm!® can be
used to solve the problem described here. The phase retrieval algorithm produces the phase
mask at the spatial-frequency domain (i.e., the Fourier plane) with constraints via Fourier
transform methods. On the other hand, in the POCS algorithm, a function is transformed
back and forth between two domains. Appropriate constraints are employed until the func-
tion converges, in the sense that the error between the desired and the recovered image is
minimal.

In this paper, we propose the image cryptosystem that employs the amplitude-based
virtual image to camouflage the original one in addition to the two phase-only masks
described above. The plain image in fact is hidden in one of two phase-only functions.
The virtual image can be arbitrarily chosen and then be compressed by various coding
schemes. It cannot be correctly decoded without knowing the correct coding scheme.

Even if illegal users steal the encrypted data, which is composed of the amplitude (virtual



image) and phase components, most of them will treat the decoded amplitude (virtual
image) as an original image, ignore the phase component, and will not intend to break it.
The current problem is to find a phase mask, together with a given virtual image and a
fixed phase mask, to yield on the output plane of some function whose amplitude is equal
to a predefined image. The desired phase mask can be placed either at the input plane
or at the Fourier plane. Previous studies®® have shown that only the phase component
can recover the original image with minimal error. Therefore, the proposed cryptosystem
provides an additional flexibility in selecting a virtual image, which is independent of the
phase component. The methods shown in Refs8 and 9 can thus be considered as the special
cases of the proposed cryptosystem when the normalized pixel value in the virtual image
is unity. A digital virtual image cryptosystem based on vector quantization technique has
been reported in Ref. 6. However, compared to the optics-based methods, its algorithm is

very complicated and (hard to be implemented by hardware.
2 Proposed Cryptosystem

Due to the separable property, the amplitude-based virtual image and the retrieved phase
component can be placed in either the same plane or different planes in a 4f correlator.
Figures 2 and 3 show the Type-1 and Type-2 architectures of the proposed cryptosystem
respectively. In Type-1 architecture, the retrieved phase ps(x,y) is located in the input
plane. The virtual image can be located in either the input plane (Type-1(a) configuration
shown in Fig. 2(a)) or the Fourier plane (Type-1(b) configuration shown in Fig. 2(b)). In
Type 2 architecture, on the other hand, the retrieved phase P;(u, v) is located in the Fourier
plane. The virtual image can be located in either the input plane (Type-2(a) configuration
shown in Fig. 3(a)) or the Fourier plane (Type-2(b) configuration shown in Fig. 3(b)).

Four optical configurations are used in the proposed cryptosystem. In the rest of this paper,



we focus on two configurations (Type-1(a) and Type-2(a)) since the other configurations
can be analyzed in similar ways.

The phase for encrypting the plain image can be retrieved based on a predefined image
f(z,y), arandom phase, and an arbitrary virtual image. To recover the plain image in the
output plane, the amplitude-based virtual image, the retrieved phase, and a fixed random
phase mask are all required and must be located in their corresponding planes. A noise-
like cipher image is expected when any of the three components above is not located in
the correct plane. Therefore, the positions of the phase masks and the virtual image also
create a degree of freedom. In the transmitting or storing stage, the virtual image can
be compressed by some coding technique to reduce the data amount. Illegal users cannot
decompress the virtual image without knowing the correct decoding scheme. Moreover, if
there are the same image databases at both the transmitter and the receiver, the virtual
image can be transmitted by its name or an index in the database. Thus the amount of the
data in a virtual image is reduced and negligible. Illegal users without owning the same
image database or knowing the indexing scheme used in the database cannot retrieve the
virtual image. The security in the proposed cryptosystem is increased.

The purpose of this work will focus on the retrieval of the phase component Ps(u,v) in
Type-1 architecture and p,(z,y) in Type-2 architecture such that the plain image f(z,y)
can be obtained in the output plane. In encryption, the phase retrieval algorithm? is
employed to determine the phase component based on an arbitrary virtual image g(z,y), a
fixed phase mask, and a predefined plain image f(x,y). The iteration process in the phase
retrieval algorithm is composed of backward and forward operations. The iteration process
stops when the error between the plain image f(x,y) and the iterated image f (x,y) is
less than a threshold value. In decryption, with the retrieved phase component, the given

virtual image, and the same fixed phase mask in encryption, the iterated image f (z,y) can



be directly recovered in the output plane by using intensity detection devices. Alternatively,
as shown in the method of fully phase encryption in Ref. 2, the virtual image can also be
represented in the phase format such that a plain image can be obtained in the output

plane.

3 Iterative Phase Retrieval

3.1 Type-1(a) configuration

Figures 4(a) and 4(b) show the block diagrams of the iterative phase retrieval algorithm for
the proposed Type-1(a) and Type-2(a) configurations shown in Figs. 2(a) and 3(a), respec-
tively. In Type-1(a) configuration, the separate phase component pg(z,y) is located in the
input plane together with the virtual image g(z,y). As shown in Fig. 4(a), the plain image
f(z,y) is first Fourier transformed and then divided by the phase term exp[i2n P (u,v)]
obtained from the fixed phase key. Let F'(u,v) = FT{f(z,y)}/exp[i27 P, (u,v)], where FT
denotes the Fourier transform. The initial phase key p?(z,y) can be selected by the phase
part of IFT{F (u,v)}/g(x,y) or be randomly generated to avoid possible zero values in
g(z,y). The backward and forward operations in the iteration process are traced as fol-
lows: Suppose the iteration reaches kth step (k = 1,2,3,...), the iterated image f¥ (x,y)
is obtained in the output plane. By tracing the backward operation shown in Fig. 4(a), we

obtain

F*(u,0) = FT{f* (2,9)}/ expli2n Pi(u, v)] (1)
in the Fourier plane and

W, y) = f*(z,y)/9(z,y) (2)

in the input plane, where f*(x,y) is the inverse Fourier transform (IFT) of F*(u,v). To sat-

isfy the space domain (input plane) constraint, only the phase part of h¥(x,y) is extracted.



Thus,
expli2npl(z,y)] = h* (z,y), (3)
where h¥'(z,y) is the phase part of h*(x,y). In forward operation, the (k 4 1)th iterated

image f**!(x,y) obtained in the output plane is expressed by

FE (@, y) = IFT{expli2n Pf (u, v)[FT{g(z, y) exp[i2mpt(z, y)]}}. (4)

To calculate the error between the iterated image and the plain image, only the amplitude
of the complex function f*1(z,y), |f***(z,y)|, is used. The error function in Fig. 4(a)
determines the mean-squared error (MSE) between the original and the iterated image,

which is defined by

MSE =

s 2 LIl = 1 ol 6)

where m xn denotes the size of the image. MSE can be used to control the iteration number.

If the MSE is less than a threshold value, the iterated phase ps(z,y) is determined (i.e.,

kJrl(

ps(x,y) = pe ,y)) and the iteration process stops. The iterated image here will turn

to the recovered image f (z,y) in decryption. Otherwise, an expected image constraint is
applied to the iterated image. To satisfy the expected image constraint, we set a threshold
for the pixel value in the iterated image f**!(x,y). If the MSE between the iterated image
and the original image is greater than a threshold value n,, the pixel value in the iterated
image is set to the value in original image. Otherwise, the pixel values in the iterated image

are preserved. That is,

K41 U )], i (g8 y) — g(x,y)] < e,
@)l _{ f(x,y), it 7"z, y) — g9(z,y)| > 1o, (©6)

and this completes the forward operation. In decryption, the determined phase is placed
in the input plane together with the virtual image g(z,y). To recover the original image,

the phase component exp[i2mp,(x,y)] and the virtual image g(x,y) in the input plane are
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Fourier transformed and multiplied by the phase function exp[i27 P, (u,v)]. Finally, they
are inverse Fourier transformed by lens to obtain the original image, which can be detected
by a CCD camera. When the normalized amplitude in the virtual image is unity, this is
the special case shown in Ref. 9, in which only the retrieved phase located in the input

plane is required.
3.2 Type-2(a) configuration

Figure 4(b) shows the block diagram of the iteration algorithm for the Type-2(a) config-
uration. The retrieved phase P;(u,v) is located in the Fourier plane. The virtual image
g(z,y) is located in the input plane together with the fixed phase mask p;(z,y). Let
G(u,v) = FT{g(z,y) exp[i2mpi(z,y)]}. The initial phase key P(u,v) can be selected by
the phase part of FT{f(x,y)}/G(u,v) or randomly generated to avoid possible zero values
in G(u,v). Suppose the iteration reaches kth step (k = 1,2,3,...), the iterated image
f¥(z,y) is obtained in the output plane. Then, by tracing the backward operation shown

in Fig. 4(b), we obtain

H*(u,v) = Fk/(u,v)/é’(u,'u), (7)

where F*(u,v) = FT{f¥(x,y)}. To satisfy the frequency domain (Fourier plane) con-

straint, only the phase part of H*(u,v) is extracted. Thus
expli2n PF(u,v)] = Hk/(u, v), (8)

where H* (u,v) denotes the phase part of H*(u,v). In forward operation, the (k + 1)th

iterated image f**1(z,y) obtained in the output plane is expressed by
F51 (2, y) = TFT{expli2n P (u, v)]Gu, v)}. (9)

To calculate the error between the iterated image and the plain image, only the amplitude

of the complex function f*(z,y), |f*(x,y)], is used. The expected image constraint
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and the error function are the same as that in Type-1(a) configuration. If the MSE is less
than a threshold value, the iteration process stops and the retrieved phase component is

determined. That is, ps(z,y) = pﬁ“

(z,y). To recover the original image, the retrieved
phase ps(z,y) together with the virtual image g(x,y) placed in the input plane are Fourier
transformed , multiplied by the phase function exp[i27 P (u, v)], and finally inverse Fourier
transformed by a lens to obtain the plain image f (x,y), which can be detected by a CCD
camera. When the normalized amplitude in the virtual image is unity, this is the special

case shown in Ref. 8, in which only the retrieved phase located in the Fourier plane is

required.
4 Simulation Results

In computer simulation, the Lena and the Jetplane images shown in Fig. 5 are used as
the plain and the virtual image respectively. Both images are of size 128x128 and 8-bit
resolution. The threshold value 7, used for the expected image constraint in Eqn. 6 is 3. In
Type-1(a) configuration, the iterative algorithm shown in Fig. 4(a) is used to determine the
separate phase component pg(z,y) in the input plane. By using Eqns. 1-5, the calculated
MSE corresponding to each iteration is shown in Fig. 6 and represented by a dotted line.
The final phase distribution of the phase key ps(x,y) is shown in Fig. 7(a). Here, the range
of phase distribution, [0, 27], is normalized to the range of gray scale, [0, 255]. Figure 7(b)
shows the recovered image f (x,y) with a correct phase key and a correct virtual image in
Type-1(a) configuration. As shown in this figure, the decrypted image is well recovered
since the MSE in Fig. 6(a) is small. With regard to Type-2(a) configuration, the iterative
phase retrieval algorithm shown in Fig. 4(b) is used to determine the separate phase key
Ps(u,v), which is placed in the Fourier plane. By using Eqns. 5-9, the calculated MSE

corresponding to each iteration is shown in Fig. 6 and represented by a solid line. The



final phase distribution of the phase key Ps(u,v) is shown in Fig. 8(a). Figure 8(b) shows
the recovered image f (x,y) by using a correct phase key and a correct virtual image in
Type-2(a) configuration. Obviously, this image quality is very close to that in Fig. 7(b)
since Type-1(a) and Type-2(a) configurations have similar MSE.

Two phase masks are used in the proposed cryptosystem. The phase mask Pj(u,v) or
p1(z,y) is fixed as a lock and independent of plain images. The other p,(x,y) or P;(u,v)
is iteratively retrieved as a key and dependent on the plain images. We cannot recover the
plain image without the correct virtual image and the retrieved phase component. The
recovered image will be noise-like if we use a wrong phase key or a wrong virtual image.
The accuracy for optical alignment and the shift tolerance for conventional double-random
phase encryption have been discussed in Ref. 11. The accuracy requirements of the three
components (the virtual image and two phase masks) for the proposed cryptosystem would
be studied in our future work. On the other hand, other configurations, such as Type 1(b)
and Type 2(b), are expected to obtain similar performance to Type 1(a) and Type 2(a).
We can obtain their simulation results based on the similar procedure for Type-1(a) and

Type-2(a) configurations.
5 Conclusion

In conclusion, we propose an optical image cryptosystem in which the encrypted data are
composed of a meaningful virtual image and a separate phase component. While stealing
the virtual image, the illegal users could be confused or treat it as the original image. More-
over, the flexibility provided from the virtual image also enhances the additional security
in the proposed cryptosystem. The original image is, in fact, hidden in the retrieved phase
component, which is obtained by the iterative phase retrieval algorithm. Two types of

optical architectures are proposed such that the retrieved phase component can be placed
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either in the input plane or the Fourier plane. According to the simulation results, both
types of the proposed cryptosystem can successfully encrypt a plain image by a virtual

image and a separable phase function.
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Figure 1: 4f correlator used for optical security verification.
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Figure 2: Type-1 architecture for the proposed image cryptosystem, in which the retrieved
phase component pg(x,y) is located in the input plane. (a) The virtual image g(x,y) is
located in the input plane (Type-1(a) configuration). (b) The virtual image G(u,v) is
located in the Fourier plane (Type-1(b) configuration).
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Figure 3: Type-2 architecture for the proposed image cryptosystem, in which the retrieved
phase component Ps(u,v) is located in the Fourier plane. (a)The virtual image g(x,y)
is located in the input plane (Type-2(a) configuration). (b) The virtual image G(u,v) is
located in the Fourier plane (Type-2(b) configuration).
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Figure 4: Block diagram of the iterative phase retrieval algorithm in the proposed cryp-
tosystem with: (a) Type-1(a) configuration and (b) Type-2(a) configuration.
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Figure 5: (a) The original image f(z,y): Lena (b) The virtual image g(z,y): Jetplane.
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Figure 6: MSE for Type-1(a) and Type-2(a) configurations during the iteration process.
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Figure 7: (a) The separate phase key p,(z,y) generated by using the iterative phase retrieval
algorithm and (b) the recovered image f(x,y) from Type-1(a) configuration.

Figure 8: (a) The separate phase key Ps(u, v) generated by using the iterative phase retrieval
algorithm and (b) the recovered image f(x,y) from Type-2(a) configuration.

18



